
RISR, no. 26, 2021 77 
INTELLIGENCE IN THE 21ST CENTURY 

 

 
 
 
 

INTELLIGENCE IN SOCIETY:  
SPARKS OF A SYSTEMIC APPROACH 

 
Iulian ONEAȘCĂ* 

 
 

Abstract: 
The article addresses the potential role of intelligence structures in social 

change, aiming to support the economy of effort as a prerequisite for maximizing 
societal efficiency. Western democracies, with their openness to dialogue, provides the 
supporting arguments. The theme and its objective, respond to specific concerns of the 
policy-making forums, serving active social forces. The evolution of society is addressed 
through economics, considering market mechanisms in the pursuit of exchanges, with 
socio-human energy expenditures and harvesting. The approach is multi-
methodological, based on an economic interpretation of the theory of social systems, 
supported by heuristics and casuistic. The enterprise is based on the analytical reflection 
of socio-human behaviour, consisting of capital-forming assets. The intelligence 
activities are central to the system. Surveillance and information collection activities are 
oriented towards the concentrations of social capital and power. The progression 
(information analysis, intelligence cooperation) of the evolution of society (identity 
change) arises from the responsibility of intelligence towards society and diverse 
opportunities (the power of knowledge, policy-driven evolution). The results are varied 
and differentiated: from concepts (counter-reaction), a systems theory adapted to the 
real world, methodological elements to orient information analysis, and substantiated 
suggestions useful for the development of public policies, to foreshadowed identity 
options. Building better at home remains a matter of major concern due to traditions 
that favour reforms, to the detriment of an adaptation system. 
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Introduction 

The article addresses the potential role of intelligence structures 
in social change, aiming to support the economy of effort as a 
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prerequisite for maximizing societal efficiency. In particular, the paper 
aims to: contribute to improving the perceptions and transparency with 
regard to the role that intelligence can play in supporting the evolution 
of society; suggest a comprehensive framework for the analysis of 
information. In addition, the work draws attention to the perils of 
domestic politics. 

The topic of the paper and its objectives, respond to specific 
concerns of the policy-making forums, serving political and other active 
social forces. The evolution of society is addressed through economics, 
considering market mechanisms in the pursuit of exchanges, with socio-
human energy expenditures and harvesting. The approach is pluri-
methodological, based on an economic interpretation of the social 
systems theory, supported by heuristics and casuistic. Simplification, 
necessary to reduce uncertainty, is complemented by complexification, 
to focus the analysis and to allow for the simultaneous treatment of 
several topics of interest. Western democracies, with their openness to 
dialogue, provide the supporting arguments. 

The analysis calls for the wisdom of universal and specialized 
literature and capitalizes on history lessons, drawn from developments 
of hundreds of years and global coverage, or newer ones, with regional 
relevance. 

The paper selects and treats various elements: 
i) basic theories and concepts, for the development of a 

framework, adapted to the real world; 
ii) practical support for the reflection of the social system 

(social energy, principles, and social dimensions), and of its functioning 
(economy, assets, capital); 

iii) objectives and means (societal efficiency, power, politics and 
democracy); 

iv) progression (information analysis, intelligence cooperation) 
of the evolution of society (identity change), responsibility of 
intelligence towards society, and diverse opportunities (power of 
knowledge, policy-driven evolution). 

The results acquired vary and differentiate in terms of accuracy 
and applicability: from well-outlined notions, such as concepts, 
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patterns, tendencies and rational public policy suggestions, to 
foreshadowed identity development options. 

The paper considers two specific elements, with differentiated 
roles and priorities, which produce distinct, complementary results, in 
accordance with the specific objectives. The analysis is organised 
accordingly, in two main parts. 

a) The first one – A systemic understanding of intelligence in 
society – is a methodological work oriented towards creating a 
framework for analyses, with clear concepts, principles and theories. 
Amongst the results there are a systems theory adapted to the real 
world, a social system with energies and powers, integrated into a 
system of systems, and suggestions regarding the understanding of 
intelligence. 

b) The second part – guiding a systemic approach of intelligence 
in society – illustrates the use of previously developed framework. It 
reveals the potential role and contributions of intelligence in tackling 
society`s economy of effort. The main results consist of a concept 
(counter-reaction); practical steps to orient information analysis 
towards power centres, according to needed skills and the fields of 
observation – dimensions and subsystems; reasons for the intelligence 
forces to join efforts; reasonable arguments for the involvement of 
intelligence agencies in changing the identity of society and their 
potential role. 

A modified version of the theory of social systems (Oneașcă, 
2018) eliminates the previous shortcomings; it considers the energy 
and associated principles, respectively the minimum action, self-
organization and economy of effort, as elements of continuity of an all-
encompassing system. The main functional social dimensions – politics, 
economy, and justice – house the greatest systemic opportunities and 
threats, nationally and internationally. Intelligence agencies have a say 
in this. Society entrusts them with most of its information. In turn, 
intelligence agencies are obliged to harness their powers and serve 
society, supporting its policy-driven evolution. 

In conclusion, the analyses and the recommendations support 
and reinforce the self-organization of society. The article suggests 
solutions to improve the analysis of information and ways to support 
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systemic modelling of socio-human behaviour and increase the 
efficiency of society. The intelligence activities are essential. 

 
A systemic understanding of intelligence in society 

The adoption of constitutions throughout the 19th century (CCP, 
2014), laid the foundations for the accountability of rulers. The 
protection of sovereigns and those in the leadership of the states has 
gradually diminished, though it has never been abandoned for good. 
Privileges have been cloaked in obscure forms (e.g., immunity, 
exemptions, special treatment), as politicians are the first to benefit 
from their law-making powers. Nonetheless, the advance of 
government has accelerated. Institutions have developed, specialized, 
and strengthened. The process continues nowadays, stimulated, 
amongst others, by the progress of technology, facilitating an 
exponential growth of data production. 

Processed data (information) provide the means to effectively 
support the exercise of authority and contribute to the rapid change of 
the world. Significant changes in methods and means of collecting 
information created “a demand for new approaches to analysis and 
intelligence” (UNODC, 2011). On such a basis, the international 
cooperation of intelligence agencies has increased (FIORC, 2017; 
Legrand, 2020).  

The activity has taken on worrying proportions for some. 
Information about the collection of data, their nature and mass, slipped 
to the press (Bauman, 2014). Political personalities, justice systems, 
and civil societies, have reacted and expressed legitimate concerns 
regarding the preservation of freedoms and liberties (Allard, 2014; 
Bauman, 2014). On the positive side, intensified international 
competition rewards states that achieve their goals (e.g., World Bank, 
2021). Their ranking process seems to work in favour of better-
informed and organized states (UNDP and MBRF, 2020). Accordingly, 
intelligence has to adjust. The place of intelligence in society, of their 
agencies and enlarged networks, needs reassessing. The societal 
understanding of intelligence activities is prefigured by clarifications, 
firstly about a systems theory adapted to the real world, secondly, 
about social systems, their energies and powers, and thirdly, about 
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ways of perceiving intelligence in society. The first two bring to light 
elements of a coherent methodology and its practical framework, 
whereas the third introduces the understanding of intelligence 
activities and their specificity. 

 
A systems’ theory adapted to the real world. Systems theory 

is a theoretical assessment, widespread in the literature, which 
provides frameworks for comprehensive examinations of various fields; 
these include society, its components, interactions, and processes. 
Different models and variants of the systems theory co-exist. Their 
perspective is multifaceted, rooted in sciences and disciplines (e.g., 
natural, social), their subdivisions (management, engineering, and 
design) or, in specific uses and functions (service systems; viable 
systems; smart systems; reticular systems). Accordingly, there is an 
abundant stream of research targeting systems theory, and focusing on 
their origins, definitions and basic concepts, or complex approaches 
(Laslo and Krippner, 1998; Mele et al., 2010; Stichweh, 2011; 
Carayannis et al., 2016). 

The main advances of the theory date back to the middle of the 
twentieth century. Firstly, the distinction between system and 
environment replaced the distinction between whole and part 
(Bertalanffy, 1956). Differentiation facilitates the approach of the 
system in its state of integration in the real world, and not as an isolated 
construction. Secondly, a general theory of self-referential systems, 
which use own outputs as inputs, redefined the distinction between 
system, and its environment (Foerster, 1960). It is a major step 
explaining perpetuity of matter, perennity of life, and their 
interconnectivity. As result, a meaningful definition of a system refers 
to a functional group of elements. Functionality assumes a purpose to 
which the interactions between elements contribute. Therefore, any 
systemic perspective has a ‘system’, with parts or structures, as the unit 
of analysis (Parsons, 1965). The structure of a system is multi-level, 
organised hierarchically. The supra-systems are ordered according to 
their influence on the system, whereas the subsystems are just parts 
that contribute to the system`s finality (Barile, 2006, 2008). 
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The theory should work if applied to a comprehensive and 
consistent chain of systems. Such a system of systems is the universe, as 
it provides a natural anchoring point for the approach: any other 
system may have a supra-system. Thus, the universe forms an all-
encompassing system. It comprises everything and everyone. Specific to 
the universe is its continuous, uninterrupted motion. Motion equals 
energy. Therefore, energy is the fulcrum of the universe. It accompanies 
and conditions all processes and provides the required consistency to 
the systems. Energy cannot be created or destroyed; the law of 
conservation of energy states it. However, energy can be harvested, 
expended, or converted into a different form, until it becomes 
unavailable (Georgescu-Roegen, 1975). The energy, deeply rooted in 
matter, constitutes the element of continuity for the entire chain of 
subsystems. Figure 1 portrays the main systems and their 
corresponding traits and principles. 

 

 
Figure 1: An all-encompassing system (Source: the author) 
 
The emergence of living matter comes with the manifestation of 

a new form of energy, which is subject to specific laws. Living matter 
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structures living systems. Components of living systems bring free will 
and its arbitrariness into the material world. The genetic programming 
of living matter compels communities of individuals and their 
societies to reproduce. Those who fail to meet such a fundamental 
requirement, perish. 

The principle of minimum action (Maupertuis), governing 
physical systems, acquires the expression of self-organization (Thelen 
and Smith, 2006, p. 259; Mathiesen et al., 2011) in living systems. It is the 
foundation of a new source of legitimacy that involves multiple, 
reciprocal interactions, exercised at all levels. Instructions of internal 
(genetic programming) or environmental origin, manage the interactions 
of individuals and communities (Thelen & Smith, 2006, p. 259). 

The evolution of living matter culminates with the emergence 
of humans. They are endowed with behavioural rationality and 
possess a certain control over instincts. Thus, people can guide their 
evolution. A higher form of brain energy feeds their actions and fuels 
the change. It is what differentiates humans and their societies from 
other living systems. 

 
Social systems, their energies and powers. The best-known 

systems theory of society is the social systems one (Luhmann, 1995). It 
sits on three pillars: systems theory, social evolution theory, and social 
differentiation theory (Albert, 2016). The social system, as conceived by 
Luhmann, reduces the complexity and provides a framework for 
analysis. The social system is a functional construction of components 
with prescribed limits and environments, characterized by several 
elements (Luhmann, 1995, p. 15, 17): the system excludes itself from 
the environment; the environment has no self-reflection or ability to 
act; the environment is delimited by an open horizon, not by borders 
that can be crossed. 

A two-person subsystem is the simplest social system, as one 
person cannot meet the condition of being social. Such a social 
subsystem is included in another subsystem, to ensure broad 
reproduction. The higher the aggregation, the greater the stability, 
which no longer depends on the composition or reproduction of a 
particular subsystem. 
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The main criticism of the theory of social systems is the lack of a 
principle or a natural anchor point (Knodt, 1995). This is overcome by 
considering the universe, as an all-encompassing system, and energy 
with its principles, as elements of continuity. 

Society bases its existence on social relations. These give rise to 
rules. Social organization structures the existence of communities into 
activities or areas of existential concern. They form social dimensions, 
functional (economy, politics, justice), or just existential (less 
structured, i.e. outlined by human needs). Social dimensions are 
subsystems in a social system. The more developed they get, the more 
isolated they become from each other, as a guarantee of their 
reproduction. 

Social systems rely on their capacity for self-reproduction. The 
perenniality of life involves the harvesting and spending of human 
energy. Human energy supports i) physical mobility and autonomy; ii) 
thinking, reasoning, and solving problems; iii) enthusiasm, 
determination and endurance; iv) the primitive impulse to procreate. It 
mainly comes from food and is transferred and transformed into 
various forms necessary for the functioning of individuals and society 
(WHO, FAO, and UNU, 2004). 

Interactions in communities, within and between groups, lead to 
socialization of energy: individual, human energy becomes social or 
group energy. Within an all-encompassing system, the energy 
transferred or converted in the unit of time is power. In social systems, 
the power expresses the ability of groups and individuals to make 
others to act in their interest (World Bank, 2017, p. 3). 

Human power stems from the innate or acquired capability to 
mobilize socio-human energy. Communities generate a different kind of 
power, of social nature. Social power is concentrated hierarchically, 
multi-level, following the system's structures and activities. Each 
hierarchy describes a specific power. Among these, the powers 
generated by the functional dimensions (e.g., political, economic, legal) 
are the most developed; they cover the entire society. Therefore, power 
provides a criterion for ranking the quality of energy; it can amplify the 
effects of its spending, harvesting, or investing. 
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Each dimension of society has its own markets (e.g., political, 
economic, and legal). They facilitate the birth and exchange of specific 
assets and capital (economic, political, and cultural). Culturally, the 
recurrent exercise of harvesting and spending energy improves traits 
and substantiates capabilities. Economically, the efforts materialize in 
goods and services. All these, capabilities, traits, and goods and services 
represent assets (IAS), which create capital. Assets and capital and can be 
private, collective, or national and supranational, according to 
possession. Their expression may use monetary units, or not, depending 
on whether they emerge on economic or non-economic markets. 

Social capital is an aggregation of resources related to a 
sustainable network of relationships, knowledge, and mutual 
recognition (Oneașcă, 2018). Belonging to a group provides each of its 
members with the support of community-owned (social) capital. The 
“prerogative” entitles them to credit, in the various senses of the word 
(Bourdieu, 1986). The existence of hierarchies in the group allows some 
to benefit more than others, i.e. to approach their share of social capital 
in various measures. 

Much like the social dimensions, the forms of capital are 
interconnected. For example, cultural capital (scientific or technical) 
conditions the use of economic capital (e.g. tools). 

Capital is energy, embodied or objectified (in the language of 
Bourdieu, 1986); accordingly, the holders of capital have power. They 
use it to meet individual or collective needs and desires. The choices 
that consumers make when purchasing goods and services, as well as 
when making decisions related to education, work, or politics, all 
express exercises of power. These become greater with the capital that 
generated them. Political power, which arises from the collective capital 
of society as a whole, is the greatest of all. It socializes based on 
interpersonal relationships and, through them, amplifies, exceeding the 
sum of the powers of individuals. 

 
Intelligence and its understanding. Intelligence has various 

meanings and understandings, according to the framework considered: 
i) real world, portraying the way it is performed (intelligence 
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providers); ii) legal, based on applicable rules (constitutional 
foundation and related legislation); iii) academia and society in general, 
consider perceptions, ideals or desires. 

Intelligence activity, like any purposive activity, has a clear 
criterion of truth, with a technical part, which says whether it works or 
not, and an economic one, regarding costs, affordable or not.  The real 
worldview of it is implicit and informal, as it relates to applicable 
expertise. Its understanding, scientific support, or even legitimacy, 
barely matters; securing the results, or having the job done, is of 
overriding importance.  

The Intelligence Community presents its mission in a formal 
way, based on understanding the rules. The main activities are “to 
collect, analyse, and deliver foreign intelligence and counterintelligence 
information to America’s leaders”. Based on these “they can make 
sound decisions to protect” the country. Manuals for analysts (UNODC, 
2011) present the intelligence cycle, at both operational and strategic 
levels (tasking, collection, evaluation of source and data, collation, 
analysis, inference development, and dissemination). 

The legal understanding of intelligence varies depending on the 
applicable rules. These are specific to diverse institutions and dominant 
cultures. The wide world has many examples; the more transparent 
ones are those in advanced democracies. In the US, intelligence is 
organised as a community. It has collective structures, such as the 
National Security Council, and Homeland Security Council, coordination 
ones (Office of the DNI) and a diversity of specialised components (see 
US PUBLIC LAW 108–458, 2004; CRS, 2020), covering the development 
and conduct of foreign, defence, and economic policies, and the 
protection of United States national interests. Operations safeguard 
many activity sectors, amongst which military, economic, medical, and 
geospatial ones. They all consider a main group of activities, amongst 
which, i) surveillance and collection of data, ii) analysis, and iii) 
dissemination. 

In general, like many formal rules governing public life, a legal 
understanding is inertial and lags behind events, either due to 
technological advances or due to rapidly evolving needs, capabilities, 
and expectations in society (see UNCTAD, 2020). Decision-making and 
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regulation take time. In this respect, it is worth mentioning that the 
initiation of the reform of American intelligence services took a decade, 
formidable events and several commissions (e.g., CRCUSIC, 1996; US 
PUBLIC LAW 108–458, 2004). 

Society’s understanding of intelligence is, by far, the least clear. A 
supportive environment requires high social development, strong civic 
attitudes and adaptable institutions. It is in such refined conditions that 
problems of control and accountability arise. Although the secret that 
accompanies intelligence activities casts them under a veil, trust in 
institutions continues to influence perceptions. As result, 
understanding of intelligence relates to its impact with the world 
(Kerke and Hijzen, 2021), the way it communicates to the public 
(Petersen, 2019), and its changing practices (Petersen and Rønn, 2019). 
Amongst the core-functions of intelligence, there are (Breakspear, 
2013): i) foresight and insight, intended ii) to identify impending 
change (opportunity and threat). 

 
Guiding a systemic approach of intelligence in society 

The evolution of the living world exposes its constitutive 
diversity. This implies the existence of many life forms and the 
differentiation of their individuals, ensuring the perenniality of life and 
species. Differentiation is natural and translates into a wide-range of 
inequalities.  

In society, inequality arises from the variation of natural 
endowment (biological: physical and intellectual; social: status, class; 
cultural: traditions) and develops by discriminating access to resources 
(e.g., funding, education and training, employment), while equality is a 
perpetual social desideratum (Oneașcă, 2018). Combating inequality 
has limited success in any society. This is due to insufficient resources 
and flawed public policies in addressing work, education and health, 
housing, and social integration. Worldwide policies are even poorer in 
this respect. As a result, inequality of individuals is passed on to 
communities and societies, escalating their division and that of the 
whole world. 

Historically, equality has been restored downwards. Wars, 
plagues, natural disasters and economic crises have played a major role 
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(Piketty, 2014), as has population growth (Malthus, 1798). In our days, 
peace and control of plagues give way to growing inequality. It 
generates threats and opportunities in terms of security, defence, and 
the fight against crime, making intelligence activities indispensable. 

Reproduction of inequality, both within and between societies, is 
a major concern. Over the next decade, inequality is expected to explode 
(NIC, 2012), threatening the social contract in many countries (UN, 
DESA 2020). In this context, it is no coincidence that the livelihoods of 
families are redefining the measure of expanding prosperity and 
economic opportunities as a priority for national security (White House, 
2021). More than that, inequality fuels crime and corruption, which 
generate human and material losses and reduce, in turn, the chances of 
progress and the disruption of alienation cycles. Thus, the productive 
potential diminishes. Social energy is not fully valorised, and society’s 
progress is confined. Growing competition and rivalry in the 
international arena reward efficient societies. Accordingly, the 
distribution of power across the world is changing. Intelligence has a 
role to play. The systemic approach to intelligence is driven by 
suggestions on information analysis, the economy of effort, intelligence 
and identity of society. 

 
Information analysis. Information is essential in reflecting 

reality. It results from energy exchanges, has value for knowledge, and 
is, therefore, a capital-forming asset. The information holder has power. 
The more information there is, the greater the power. Intelligence 
agencies control access to many sources of information worldwide; 
useful information makes them very powerful. 

Advanced societies are knowledge-based. Their economic, social, 
and political performances rely on the development of data, 
information, and knowledge. International institutions, think tanks, and 
academia constantly emphasize the importance of knowledge and 
innovation (see UNDP and MBRF, 2020; World Bank, 2021). 

In line with the above, a sound analysis of a system requires 
several elements (Foerster, 1979, p. 8; Easton, 1965a, p. 23-25; 1965b, 
p. 15–16). 

1) A “system” to be observed (e.g., economic, political, legal); 
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2) An observing or a reference system, which constitutes the 
“environment”, the one in which the system is embedded; 

3) A “response” or variations in the composition and functioning 
of the observed system, occurring as effect exerted by external and 
internal factors of change; and  

4) “Feedback”, as information-based corrections, initiated by the 
system`s decision-making. 

Thus conceived the analysis, the observer implicitly assumes a 
low path of ambition and a passive goal; it preserves the system, 
regardless of the achievement of its functionality. Therefore, another 
important element that may respond to the need for a system change, is 
required; it is termed (5) “counter-reaction” (Oneașcă, 2018), and 
understood as an impulse of energy, which initiates qualitative leaps 
and drive compulsory increases. The counter-reactions result from 
decisions that involve a transformation of existing “contracts” between 
individuals and their social constructions. They differ from normal 
responses, which are in line with the system and its routines. A 
profound change of the system may occur abruptly, in the absence of a 
gradual evolution of the system (quantitative accumulation). The 
necessary accumulations follow nevertheless, at a pace appropriate to 
the more or less favourable circumstances. 

A systemic approach of societies allows for comprehensive and 
systematic analyses, needed to increase the prospects of progress. Such 
an approach should consider various perspectives. 

 One is facing researchers and their skills, embracing 
international standards, such as, i) research and development 
ones (e.g., FORD in OECD, 2015), ii) education disciplines (e.g., 
ISCED-F, in UNESCO-UIS, 2014); these standards make up the 
social sciences and respectively, the social disciplines, which 
theorize and approximate knowledge about society. 

 A more complex one is oriented towards the fields of 
observation and the ways they are defined: iii) social 
dimensions, structured or functional and less structured; iv) 
societies' administration and the exercise of power and 
related activities (e.g., global, regional, central and local 
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institutional structures); v) national accounts, or vi) any 
specific assembling. 

 Finally, any combination of the above can be used. 
 
Methodologically, the analysis of observation fields can have 

different angles. 
 A longitudinal one groups constructed dimensions: 

- functional ones, e.g., economics, politics, justice 
(Luhmann, 1995);  

- governance of society, e.g., sectors, industries and groups 
of activities (see the organization of governance or 
statistics of OECD, EU, UN, at national or sub-state level);  

- the specifics of change measures, e.g., public policies, on 
different levels of responsibility, such as economic, 
employment, education and training, health, 
environment, public order, crime, defence, justice. 

 A transversal one aims at the existential (basic human needs) 
or constitutive (culture) approach of society: 
- human needs systems,  
- public policy systems, and  
- the culture. 

 A particular angle can be defined according to certain needs, 
aiming at interactions delimited in space and time (ad-hoc 
constituted). 

Processing massive amounts of data, available from electronic 
communications (e.g., satellite, internet, underwater cables, and 
terrestrial networks), activities databases (public and private), and 
archives becomes a challenge. In the background is running a 
“revolution in technology that poses both peril and promise” (White 
House, 2021). Emerging technologies, such as artificial intelligence (AI) 
and quantum computing, “could shape everything” in our lifetimes.  

Cooperation of the intelligence structures, whether national,  
regional or international, paves the way for securing the means in 
assembling, evaluating and analysing ever-increasing data flows. 
Therefore, the intensified cooperation of the Western intelligence 
and of non-state actors seems to follow the path of natural evolution 
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(self-organisation). Historical trends provide arguments that support 
the assertion: i) the collapse of hierarchical systems, such as the 
empires, ii) globalisation, as an increasing integration and 
interdependence of societies. 

 
The economy of effort. Social energy, accumulated at the level 

of the system, produces the strongest capital and associated power. 
Consequently, its uses (social embodiments) originate the greatest 
possible loss or economy of effort.  

The collection and analysis of information spawned by the main 
sources of power in society are of utmost importance. Therefore, 
resource allocation priorities need to be developed, and appropriate 
procedures prepared for possible outcomes. A systemic perspective of 
the power sources, based on the Ford classification of social sciences is 
foreshadowed in Figure 2. 

The focus on power sources benefits from systems, theories and 
elements of codification. The representation serves to guide analysis to 
the power centres, capitalizing on the previous methodology. Of great 
interest are the amount of capital accumulation and its growth rate. 

 

 

Figure 2: A Socio-human energy approach of power centres 
(Source: the author, based on analyses and data on social systems) 

 

Social science 
Power 

system / theory 
Element of codification 

(operator) 

Sociology 
Social systems 

(Luhmann, 1995) 
Communication 

Economics 
Social models 

(Oneașcă, 2018) 
Market / exchange 

Psychology Psychic systems Thought / consciousness 

Politics Political systems Will / decision 

Law Legal systems Rule 
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Society works based on communications. Their surveillance 
comes naturally: all threats, conspiracies and criminal acts require 
communications, as do opportunities to strengthen security. Therefore, 
communications have the potential to expose the social capital that 
grows hostile to the social order, as well as the intentions of influencers. 

Public and private data flows of activity records and their 
archives complement the communications and facilitate the 
understanding of reality and the forecasting of its evolution. The power 
centres approach illustrates a comprehensive perspective on 
subsystems, theories, and ways of systematic analysis of society so that 
no opportunity or threat can be overlooked. It takes advantage of the 
overlap of theory with the reality of functional dimensions. The main 
pillars of the constitutional checks and balances in society are also 
covered: legislature through politics, judiciary through law, whereas the 
executive is governance – at the intersection of social sciences – defined 
as the process by which state and non-state actors interact to design 
and implement policies in a context of rules (WB, 2017, p. 3). 

The economy provides the necessary resource flows for all other 
dimensions to self-reproduce. It postulates free access to everyone and 
conditions material existence. Therefore, it is the biggest concern for all 
livelihoods. The monetisation of society works in favour of the 
economy. What does not cost has no value. On such a basis, businesses 
are conducted. In reality, money is just an approximation of the socio-
human effort. A very large part of it is unaccounted for; for instance, 
unpaid household service work was more than 63% of GDP in UK in 
2016 (ONS, 2018). 

Besides the longitudinal economic power system, a transversal 
phenomenon that requires a special attention is the entrepreneurship. It 
is a major component of any spectacular leaps in economic development 
(Kirzner, 2009); it expresses a capacity for initiative, exercised by 
individuals, groups, social constructions, or authorities. Market presence 
of the entrepreneur has been recognised in all social dimension, not only 
in the economy but also in politics, culture, education, health, etc. (S)he 
takes advantage of market opportunities and the distribution of assets, 
for personal benefit, increasing her/his assets.  
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Politics is the primary dimension in social systems (Luhmann, 
1995). The evolution of society demonstrates its essential role and its 
ability to transform any other dimension. The main functions of politics 
are (see Buchanan, 1987; Luhmann, 2000): i) production of binding 
collective decisions; ii) creating the rules of the game; iii) power 
generation and allocation.  

Traditionally, domestic politics is not a target for intelligence. 
However, the strategic priorities and actions of politicians have raised 
democratic concerns (NIC, 2021; Leyen, 2019; Petersen, 2019). In 
addition, actions by Western leaders have provided sufficient reasons 
to consider law enforcement in politics (see BCJ, 2017; USDJ, 2019). No 
one should be considered above the law.  

Democracy allows competition and diversity of opinions. The 
rule of society by the many, in democracy, prevents the abuses of the 
few. However, power sharing divides the social energy and fragments 
the long-term evolution of society. Thus, democracy promotes a 
compromise between the freedom that people cannot do without and 
the costs of dividing society and of its sinuous course. Essentially, 
democracy continues to exploit the lack of a system to protect people 
against their own choices (Oneașcă, 2018). Intelligence can contribute 
to changing it. 

In a democracy, more than in authoritarian regimes, sovereignty 
belongs to the people. Decision-makers work for the benefit of the 
people. Only in this capacity, do they have access to intelligence reports 
and possibly act accordingly. However, poor or imperfect rules and 
institutions, allow authoritarian regimes to intervene in democratic 
societies; social networks and exchanges provide the ways (EP, 2021; 
NIC, 2021). “(T)he four cornerstones of Western democracy – state 
restraint, pluralism, free media and economic openness – provide 
openings for hostile external actors to interfere in democratic society 
through a host of covert, non-military means calibrated to undermine 
their internal cohesion and accelerate political polarization” (Wigell, 
2021). Hostile external actors intervene in elections and choose their 
future opponents; for them it is more direct and efficient – saving time 
and effort – than to face the results of free elections afterwards. 
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The main rules and institutions securing social order in society 
are occasionally tested and their weaknesses are revealed. The Covid-
19 pandemic has come as an unexpected burst of needs and urgencies. 
The outbreak has exposed not only deficiencies of the health care 
systems (their readiness and capacity to face pandemics), but also the 
inertia of major political institutions in developed countries. The 
reaction of Israeli decision-makers seems an exception; it has emerged 
quickly, under siege. The authorities have assigned the intelligence 
agencies the mission of securing medical supplies and instruments, in 
short supply on the international market. The Israeli intelligence 
providers have acted swiftly, as a rapid intervention team, responding 
to the task (Kahana, 2021; Eiran, 2020). The case suggests lessons for 
other countries. Rapid reactions and the availability of a team for 
intervention are included. 

Most countries have little or no reason to consider national 
security as part of their identity. However, the need for an operational 
capacity ready to intervene in the event of a national emergency 
hampered by global competition conditions must be taken into 
account. The development of such capabilities is of a counter-reaction 
nature as it acts in the direction of improving the system. It also saves 
time and effort. 

 
The intelligence and identity of society. Social order lies in 

both inherited and acquired capabilities. The former is rooted in human 
biological programming, environment, and social traditions (beliefs, 
values). The latter is generated by structured interactions and rules, 
formal and informal ones. Humans and their societies have developed a 
capacity to drive their evolution, purposely. They do that with growing 
determination and ever-increasing efficiency. Their self-centred and 
conflicting goals are fast approaching, weakening innate programming 
and self-organisation. Consequently, social subsystems can succeed or 
fail in their reproduction. To date, the most developed societies face a 
high risk of under-reproduction (UN, DESA, 2019). Isn't that an identity 
trait worth changing? There are much more, some hidden. 

Intelligence production needs to consider the persistence of a 
way of life, based on old, deep-seated principles and attitudes. 
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Accordingly, common visions of identity (Anglo-Saxon) and interests of 
developed countries have established the Five Eyes alliance (FIORC, 
2017). Success, based on collective capacity and almost forty diverse 
public policy networks, has shifted trans-governmental goals from 
inward looking to global governance (Legrand, 2019; 2020). However, 
institutions and identities are not easily transferable. They “privilege the 
`constitutive` characteristics of knowledge, identities and norms that 
define” their own identity (Wendt, 1992). Recognition of the need for 
change must be accompanied by consideration of new avenues of 
progress, as well as ways of implementing them in society. Intelligence 
activities should focus on the main avenues.  

Firstly, the problems of control and accountability generated by 
increased public–private interactions are likely to lead Western 
intelligence beyond rule-regulation behaviour. In such cases, capacities 
for critical judgment become relevant (Petersen and Tjalve, 2018). 
Manifestations of politicisation of intelligence, in the US (Gentry, 
2020) and Australia (McPhee, 2020), show that the clarity of intensions 
makes the difference. The control, accountability and law enforcement 
should counteract the disregard of applicable norms, orienting the 
actions in pursuit of the legitimate interest of the people.  

Secondly, the principle of Le Chatelier warns that a system tends 
to counteract external control attempts (Helbing, 2010, p. 9). Therefore, 
supporting and strengthening self-organization and self-control 
through mechanism design (Helbing, D., 2010, p. 10), is the right way to 
shape the social system through human will; it is also in line with the 
economy of effort principle. Consequently, institutions should be 
conceived in such a way as to act following the objectives, expectations 
and actions of society, which define its ideology. Producers and 
consumers of information need to share this task. 

Thirdly, technology has a dynamising role. “The uptake of 
architectural principles of security-by-design and privacy-by-design in 
digital technologies” (EC, 2021), paves the way to address the digital 
future of society. Intelligence must be at the forefront of technological 
progress, both for strategic purposes (e.g., security and defence) and 
tactical ones (e.g., data protection, collection and analysis). Advanced 
countries have regulated this (e.g., White House, 2019). 
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Information and technology are at the forefront of the new gold 
standard of society’s currency; it is immaterial and without nationality. 
Market-led forces have created crypto currencies. They hide wealth and 
its sources. The combination of information, technology, and 
mechanism design places the evolution of society on solid foundations 
and all-encompassing considerations; they include what previously 
could not be suspected to exist. It is the ultimate platform for building a 
knowledge society. The absence of market forces hampers the 
promotion of such a strong combination. Society must endure the 
consequences of its social development until it can ensure that its 
citizens behave in accordance with self-imposed rules. Changing the 
rules of the game is the way to go. How could intelligence activities 
support society`s change? 

 

 
Figure 3: Place of intelligence in identity modelling – 

Multiple stable attractors 
(Source: the author, based on analyses and data on social systems) 

 
Society follows a certain trajectory in its evolution. The 

predominance of some or other of the influencing factors decides the 
path. The range of mutations of a social system consists of sets of 
characteristics or properties towards which the dynamic system tends 
to evolve. These are called attractors. Groups of attractors define 
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possible stable states of the system. These, in turn, form multiple 
system identities or multiple stable attractors (Martin-Breen and 
Anderies, 2011, p. 15). The identities of the system are part of the set of 
representations of possible states, called phase spaces. Figure 3 
suggests the place of intelligence in identity modelling. Constitutional 
mandates and treaties provide sources of inspiration and values, 
pending the definitions of their structures and quality. 

Identity modelling involves multidisciplinary and inter-
institutional teams that include intelligence expertise. The combined 
efforts leverage the flows of information (communications, actions, 
rules, and thoughts) and archives to identify specifics, trends, patterns, 
and systemic flaws that slow down evolution. In implementing the 
agencies’ initiatives and responsibilities, their intelligence objectives 
come first (e.g., security and counter-terrorism measures). The more 
complex enterprises are likely to need preparatory frameworks for 
cooperation actions inside and across borders. Thus, the need for 
change and its path are better informed and the decisions prepared. 

 
Discussion and conclusions 

The theme is extremely wide to allow for one strong conclusion. 
There are however several things to mention. Social change in 
accordance with the principle of the economy of effort sets a high path 
of ambition. In addition, suggestions for a novel methodology and its 
use support change. The framework conceived for the analyses of 
information is robust. The system of systems is universal and can 
include any real or projected subsystem. Consideration of international 
standards (social sciences and disciplines, assets) strengthens the way 
to a comprehensive approach of society. It includes all available data 
(flows and archives), information and knowledge regarding 
communications (sociology), actions (economics), decisions (politics), 
rules (law) and thoughts (psychology). The economic filter to analyse 
and reflect society is a powerful tool to use. It is not new. However, a 
unidisciplinary perspective has never been tried. The energy acts as a 
continuity element of a constitutive nature. It creates conditions to 
address efficiency in terms of socio-human effort. Therefore, all efforts 
can be accounted for, monetized or not. 
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The information available is substantial and ever growing. 
Orientation of the surveillance and information collection activities 
towards the concentrations of social capital and power, inside and 
across borders, saves time and efforts. Better information supports 
better analysis. Information processing, analysis and capitalization are 
expensive. Therefore, the cooperation of the intelligence forces in 
democracies seems imperative. The economy of effort would be 
significant worldwide. The conditions are favourable; regional and 
national intelligence strategies share common objectives (e.g., rule of 
law, democracy, livelihoods, technology) and concerns 
(authoritarianism, cybercrime, counter-terrorism). 

Most of the systemic opportunities and threats faced by 
intelligence activities are found in the functional dimensions (politics, 
economics and justice), at national and international level. The larger 
the social capital, the more reserves it has to improve the efficiency of 
society. Politics forms the largest of social capitals. It determines the 
proper functioning of the social system. Politically established rules 
(decisions and policies) shape society. They reflect energy expenditures 
of an investment nature; their recursive results accumulate without the 
need for new expenses. This is a strong reason for intelligence activities to 
inform them and corroborate them as best they can. In essence, policies 
must be designed, adopted and implemented for the benefit of the people, 
not the decision-makers. When in doubt, communication helps. 

To date, intelligence activities have a long-established place. In 
democracy, they serve the national interest and various consumers, 
support security and defence, avert crime and threat, or, more 
generally, provide assistance in addressing vulnerabilities and 
strengthening the social order and its prospects, according to 
opportunities. However, democracy does not make things easier for 
intelligence activities; on the contrary, the persistence of varied 
interests (economic, political) invites authoritarian regimes to exploit 
the division of society (power and opposition). 

Intelligence agencies are very strong players. Societies trust 
them to access most of the information available. Consequently, they 
are obliged to harness their powers and serve society, supporting its 
policy-driven evolution. Still, a strong impetus is necessary. It would 
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save time and effort if NATO or global governance structures generated 
it and not urgent needs such as cybercrime, terrorism and pandemic. 
These are driving countries closer together. Improved rules of 
cooperation are necessary, accommodating the various cultures. The 
politics remains indebted. 

Deficiencies or even inadequacies of political systems are treated 
the same, globally: as a constituent part of society, not as a constructed 
one. Traditions frozen in time favour a long series of reforms, to the 
detriment of an adaptation system. This remains a matter of major 
concern. Building better at home is at risk. 
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